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1 Staying Safe Online  

1.1 Introduction  
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These might include cyberbullying, the pressure to take part in sexting, encouragement 
to self-harm, and viewing pornography, along with various others. But there are positive 
things you can do to equip yourself and your child, support them in resolving any issue 
they may face. 
 
Behind every device that allows and provides connectivity and communication online 
from social media platforms, gaming, messaging there is a human element, within that 
element are some who masquerade as someone else, a different gender, a different 
age group etc. in an attempt to lure, coerce, exploit, intimidate and do harm to our 
Children and young people. 
 
$V�D�3DUHQW��&DUHU��\RX�FDQ�ILQG�VXSSRUW� WR�HQKDQFH�\RXU�&KLOGUHQ�RU�\RXQJ�SHRSOH¶V�
safety, security and awareness at a time when they will be spending more time online. 
Please have a look at the links below which are very informative, easy to follow and will 
provide the opportunity to start the discussion about online safety. 
 
Thinkuknow is the online safety education programme from the National Crime Agency 
and their website has home activity packs from the ages of 4yrs to 14+yrs to take 
support from. 
 
NSPCC, CEOP and Internet Matters have created a number of advice hubs to help you 
learn more and deal with these issues with your child. Please click on the following links 
for more details. 
 

1.4 Online Gaming  
 
Gaming is a great way for young people to relax, socialise with their friends and have 
fun. Children can play on games consoles, apps or websites, mobiles, tablets, PCs, or 
through smart speakers and virtual reality headsets. They can also chat to other players 
using messaging platforms for gamers or watch livestreams of well-known gamers. 
 
You can find out more about the different types of games children like to play on Net 
Aware. 
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 UK Interactive Entertainement PLAY has 
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Your name, address and date of birth provide enough information to create another 
µ\RX¶�� $Q� LGHQWLW\� WKLHI� FDQ� XVH� D� QXPEHU� RI� PHWKRGV� WR� ILQG� RXW� \RXU� SHUVRQDO�
information and will then use it to open bank accounts, take out credit cards and apply 
for state benefits in your name. 
 
Please see the following common FA4¶V�IRU�JXLGDQFH�DQG�DGYLFH� 

2.1.1 I have been hacked. How do I recover my account?  
 
Social media, email or online shopping accounts, it doesn't matter what the service is, 
from time to time someone will find a way in. 
 
If one of your accounts has been hacked, the step by step guide from NCSC will help 
you regain control and protect yourself against future attacks. 

2.1.2 Should I Pay a Ransom To Unlock my Computer?  
 
If your device has become infected with ransomware, you are encouraged not to pay 
the ransom. 
 
If you do pay: 
 

 There is no guarantee that you will regain access to your data/device 
 Your computer will still be infected unless you complete extensive clean-up 
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2.1.5 I`ve Received a Suspicious Email,Call or Text . 
 
Scam emails, calls and texts are a problem for everyone. They're getting more 
convincing day by day. Read NCSC advice on spotting and dealing with suspicious 
emails, calls and texts. 

 
For more guidance on protecting yourself from cyber-enabled fraud, please visit Take 
Five. 
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3.1 Useful Links and Further Information  
 

 Think you Know : An education programme for advice about staying safe when 
you're on a phone, tablet or computer. www.thinkuknow.co.uk  

 
 Home Activity Packs : Download home activity packs with simple 15-minute 

activities for your child to support their online safety at a time when they will be 
spending more time online at home. www.thinkuknow.co.uk/parents/Support-
tools/home-activity-worksheets  

 
 Internet Matters : Get expert support and practical tips to help children benefit 

from connected technology and the internet safely and 
smartly. www.internetmatters.org  

 
 Project Evolve : Resources to equip children and young people for digital 

life. www.projectevolve.co.uk  

http://www.internetmatters.org/
http://www.projectevolve.co.uk/
http://www.projectevolve.co.uk/
http://www.saferinternet.org.uk/
http://www.saferinternet.org.uk/
http://www.childline.org.uk/
http://www.childline.org.uk/
http://www.nspcc.org.uk/
http://www.nspcc.org.uk/
mailto:parentlinescotland@children1st.org.uk
http://www.crimestoppers-uk.org/
http://www.crimestoppers-uk.org/
http://www.crimestoppers-uk.org/
http://www.scotland.police.uk/
http://www.scotland.police.uk/
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 Internet Watch Foundation : 

https://www.iwf.org.uk/what-we-do/why-we-exist/report-remove
https://sites.google.com/view/digitalanddataskillsacademy
https://www.ncsc.gov.uk/cyberfirst/courses
https://young.scot/campaigns/national/digi-know-learning-opportunities
https://www.futurelearn.com/career-advice/become-a-cyber-security-specialist
https://www.futurelearn.com/courses/introduction-to-cyber-security
https://www.futurelearn.com/courses/cyber-security-landscape
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